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ABSTRAK 

 

 

Keamanan data merupakan masalah yang sangat penting dalam perkembangan 
teknologi saat ini. Oleh sebab itu dibutuhkan sebuah cara yang dapat menjaga 

keamanan merujuk pada perlindungan informasi dari penyingkapan pihak yang 

tidak sah. Penelitian ini bertujuan untuk mengetahui performa antara algoritma 

AES-256 dengan Blowfish dalam proses enkripsi dan dekripsi file. Sampel 
penelitian ini terdiri dari data primer dan data sekunder. Data tersebut diolah 

dengan menggunakan metode deskriptif. Penelitian ini dilakukan berdasarkan 

penelitian-penelitian terdahulu yang sudah pernah dilakukan dengan merubah 

studi kasusnya. Untuk merancang aplikasi digunakan bahasa pemrograman PHP. 
Pengujian dalam makalah ini dibatasi hanya dari segi performasi dan file yang di 

uji hanya file dengan format docx. Pengujian untuk performasi dihitung dari 

berapa lama waktu proses yang dibutuhkan baik dalam proses enkripsi dan 

dekripsi dengan file yang sama. Hasil uji coba sistem menunjukkan bahwa AES-

256 jauh lebih baik secara dari segi performasi dibandingakan algoritma Blowfish. 

 

 

Kata kunci : AES,Blowfish, Enkripsi, Dekripsi. 
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ABSTRACT 

 

 

Data security are very important in today's technological development. Therefore, 
it is necessary to find a way to protect the confidentiality and the security from 

unauthorized accesses. This study aims to determine the performance of the AES 

256 algorithm with Blowfish in the process of encrypting and decrypting files. The 

sample of this study consisted of primary and secondary data. The data is 
processed using descriptive methods. This research was conducted based on 

previous studies that have been done by changing the case study. To design 

applications, the PHP programming language is used. Testing in this paper is 

limited only in terms of performance and only the files in the docx format are 
tested. Tests for performance are calculated from how long the processing time is 

needed both in the encryption and decryption process with the same file. The 

system test results show that AES-256 is far better in terms of performance than 

the blowfish algorithm.  

 

Keywords: AES, Blowfish, Encryption, Decryption. 

 

 

 
 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

  



 
 

viii 
 

DAFTAR ISI 

 

 

HALAMAN JUDUL ........................................................................................   ii 

HALAMAN PENGESAHAN  .......................................................................   iii 

HALAMAN PERSETUJUAN ........................................................................  iv 

HALAMAN PERNYATAAN ORIGINALITAS ...........................................  v 

HALAMAN MOTO DAN PERSEMBAHAN ..............................................  vi 

KATA PENGANTAR ...................................................................................... vii 

ABSTRAK  .....................................................................................................   viii 

ABSTRACT .......................................................................................................  ix 

DAFTAR ISI  .....................................................................................................  x 

DAFTAR GAMBAR .......................................................................................  xiii 

DAFTAR TABEL ............................................................................................  xv 

DAFTAR LAMPIRAN ...................................................................................  xvi 

 

BAB I PENDAHULUAN  

1.1 Latar belakang  ................................................................................   1 

1.2 Perumusan Masalah  .......................................................................   2 

1.3 Batasan Masalah  ............................................................................   3 

1.4 Tujuan  Penelitian  ..........................................................................   3 

1.5 Manfaat Penelitian ..........................................................................   4 

1.6 Metodologi Penelitian .....................................................................   4 

1.7 Sistematika Penulisan .....................................................................   7 

 

BAB II TINJAUAN PUSTAKA  

2.1 Tinjauan Umum  .............................................................................   9 

2.2 Landasan Teori ...............................................................................  10 

2.2.1 Analis .....................................................................................  10 

2.2.2 Algoritma AES ......................................................................  11 

2.2.3 Enkripsi dan Dekripsi ............................................................  12 

2.2.4 Ilustrasi Enkripsi dan Dekripsi AES .....................................  12 

2.2.4.1 Ilustrasi Enkripsi AES ............................................  13 

Halaman 



 
 

ix 
 

2.2.4.2 Ilustrasi Dekripsi AES ............................................  16 

2.2.5 Algoritma Blowfish ...............................................................  19 

2.2.5.1 Enkripsi dan Dekripsi Data .......................................  21 

2.2.5.1.1 Enkripsi Blowfish .......................................  22 

2.2.5.1.2 Dekripsi Blowfish .......................................  23 

2.2.5.2 Karakteristik Algoritma Blowfish .............................  23 

2.2.5.3 Keamanan Algoritma Blowfish .................................  24 

2.2.6 PHP (Hypertext Preprocesor) ...............................................  25 

2.2.7 UML (Unified Modeling Language) .....................................  25 

2.3 Penelitian Sebelumnya ...................................................................  25 

2.4 Kerangka Berpikir ..........................................................................  31 

 

BAB III ANALISIS DAN PERANCANGAN 

3.1 Analisis Sistem ................................................................................  32 

3.1.1 Analisis Masalah ...................................................................  33 

3.1.2 Analisis Kebutuhan ...............................................................  32 

3.1.2.1 Kebutuhan Fungsional ..............................................  33 

3.1.2.2 Kebutuhan Non-fungsional .......................................  33 

3.2 Desain Sistem ..................................................................................  33 

3.2.1 Spesifikasi Kebutuhan Hardware dan Software ...................  34 

3.2.1.1 Perangkat Keras (Hardware) ....................................  34 

3.2.1.2 Perangkat Lunak (Software) .....................................  34 

3.2.2 Perancangan Sistem...............................................................  34 

3.3  Perhitungan Manual Algoritma ......................................................  47 

 

BAB IV IMPLEMENTASI DAN PENGUJIAN 

4.1 Implementasi Sistem .......................................................................  79 

4.1.1 Halaman Dashbord .............................................................  79 

4.1.2 Halaman Enkripsi Algoritma AES-256 dan Algoritma  

Blowfish ...............................................................................  79 

4.1.3 Halaman Dekripsi Algoritma Blowfish ..............................  80 

4.1.4 Halaman Enkripsi Algoritma AES-256 ..............................  81  



 
 

x 
 

4.2 Pengujian Aplikasi  Program ..........................................................  82 

4.3 Hasil dan Pembahasan ..................................................................  85 

 

BAB V KESIMPULAN DAN SARAN 

1.1 Kesimpulan ...................................................................................  90 

1.2 Saran ..............................................................................................  90 

 

DAFTAR PUSTAKA  ......................................................................................  92 

LAMPIRAN 

  



 
 

xi 
 

DAFTAR GAMBAR 

 

 

Gambar 2.1 Skema Proses Enkripsi dan Dekripsi  ..........................................  12 

Gambar 2.1 Ilustrasi Enkripsi AES 256 ...........................................................  13 

Gambar 2.3 Ilustrasi SubByte ...........................................................................  15 

Gambar 2.4 Ilustrasi ShiftRows ........................................................................  15 

Gambar 2.5 Transformasi Mixcolumns ............................................................  16 

Gambar 2.6 Hasil Perkalian Matriks Mixcolumns ...........................................  16 

Gambar 2.7 Ilustrasi Dekripsi pada AES 256....................................................  17 

Gambar 2.8 Transformasi InvShiftRows ..........................................................  17 

Gambar 2.9 Tabel InvSubBytes ........................................................................  18 

Gambar 2.10 Multiplication Matriks ................................................................  18 

Gambar 2.11 Hasil Perkalian Kolom Dalam State Dengan Matriks ...............  19 

Gambar 2.12 Proses Enkripsi pada Blowfish .....................................................  20 

Gambar 2.13 Proses Ekspansi dan Filter (Fungsi F)  pada Blowfish ..............  22 

Gambar 2.14 Kerangka Berfikir .......................................................................  26 

Gambar 3.1 Desain Arsitektur ..........................................................................  35 

Gambar 3.2 (a) Use Case Diagram Enkripsi (b) Use Case Diagram  

Dekripsi.........................................................................................  36 

Gambar 3.3 Activity Diagram Enkripsi ............................................................  36 

Gambar 3.4 Activity Diagram Dekripsi ............................................................  37 

Gambar 3.5 Sequence Diagram Enkripsi .........................................................  38 

Gambar 3.6 Sequence Diagram Dekripsi .........................................................  38 

Gambar 3.7 Flowchart Enkripsi Algoritma Blowfish ................................................  39 

Gambar 3.8 Flowchart Dekripsi Algoritma Blowfish ................................................  40 

Gambar 3.9 Flowchart Dekripsi Algoritma AES 256 ...............................................  41 

Gambar 3.10 Flowchart Dekripsi Algoritma AES 256 .............................................  42 

Gambar 3.11 Tampilan Halaman Dashboard ....................................................  43 

Gambar 3.12 Tampilan Halaman Enkripsi ......................................................  44 

Gambar 3.13 Tampilan Halaman Enkripsi Algoritma Blowfish dan  

Algoritma AES-256 ...................................................................  45 

Halaman 



 
 

xii 
 

Gambar 3.14 Tampilan Halaman Dekripsi pada Algoritma Blowfish ............  45  

Gambar 3.15 Tampilan Halaman Proses Dekripsi pada Algoritma  

Blowfish ...................................................................................... 46 

Gambar 3.16 Tampilan Halaman Dekripsi pada Algoritma AES-256 ...........  46 

Gambar 3.17 Tampilan Halaman Proses Dekripsi pada Algoritma  

AES-256 .....................................................................................  47 

Gambar 4.1 Tampilan Halaman Dashboard ....................................................  79 

Gambar 4.2 Tampilan Halaman Enkripsi ........................................................  80 

Gambar 4.3 Tampilan Halaman Enkripsi Algoritma Blowfish dan  

 Algoritma AES-256 ...................................................................  80 

Gambar 4.4 Tampilan Halaman Dekripsi pada Algoritma Blowfish ..............  81 

Gambar 4.5 Tampilan Halaman proses Dekripsi pada Algoritma Blowfish ...  81 

Gambar 4.6 Tampilan Halaman Dekripsi pada Algoritma AES-256..............  82 

Gambar 4.7 Tampilan Halaman proses Dekripsi pada Algoritma AES-256 ..  82 

Gambar 4.8 Grafik Perbandingan Berdasarkan Ukuran File Enkripsi............  86 

Gambar 4.9 Grafik Perbandingan Berdasarkan Lama Proses Enkripsi ..........  86 

Gambar 4.10 Grafik Perbandingan Berdasarkan Memory yang digunakan  

 pada Proses Enkripsi ..................................................................  87 

Gambar 4.11 Grafik Perbandingan Berdasarkan Ukuran File Dekripsi .........  88 

Gambar 4.12 Grafik Perbandingan Berdasarkan Lama Proses Dekripsi ........  88 

Gambar 4.13 Grafik Perbandingan Berdasarkan Memory yang digunakan  

 dalam Proses Dekripsi ................................................................  89 

 

 

  

 

 

 

 

  

 

 



 
 

xiii 
 

DAFTAR TABEL 

 

 

Tabel 2.1  Tabel Perbandingan Jumlah Putaran Pada AES ...................................  11 

Tabel 2.2  Tabel S-Box SubBytes ......................................................................  14 

Tabel 2.3  Simbol Class Diagram .....................................................................  26 

Tabel 2.4  Simbol Use Case Diagram ...............................................................  27 

Tabel 2.5  Simbol Sequence Diagram ...............................................................  29 

Tabel 2.6  Simbol Activity Diagram ..................................................................  29 

Tabel 3.1 Konversi Key dalam bilangaan hexadesimal ....................................  47 

Tabel 3.2 Konversi Plantext dalam bilangaan hexadesimal.............................  48 

Tabel 3.3 First roundkey ...................................................................................  49 

Tabel 3.4 Konversi Key dalam bilangaan hexadesimal ....................................  57 

Tabel 3.5 Konversi Plantext dalam bilangaan hexadesimal.............................  57 

Tabel 3.6 First roundkey ...................................................................................  58 

Tabel 3.7 P-Array Konversi ke Biner pada Algoritma Blowfish......................  66 

Tabel 3.6 Konversi S-Array ke Biner pada Algoritma Blowfish......................  67 

Tabel 3.8 Konversi Plaintext Ke Biner pada Algoritma Blowfish ...................  68 

Tabel 3.9 Konversi Kunci Ke Biner pada Algoritma Blowfish ........................  69 

Tabel 3.10 Konversi P-Array Ke Biner pada Algoritma Blowfish ...................  72 

Tabel 3.11 Konversi S-Array ke Biner pada Algoritma Blowfish....................  74 

Tabel 3.12 Konversi Ciphertext ke Biner pada Algoritma Blowfish ...............  75 

Tabel 3.13 Konversi Kunci Ke Biner pada Algoritma Blowfish ......................  75 

Tabel 4.1 Perbandingan Performa Enkripsi pada Algoritma AES-256  

dan Algoritma Blowfish dengan ukuran file (docx) yang berbeda ...  83 

Tabel 4.2 Perbandingan Performa Dekripsi pada Algoritma AES-256 

dan Algoritma Blowfish dengan ukuran file (docx) yang berbeda ...  84 

 

  

Halaman 



 
 

xiv 
 

DAFTAR LAMPIRAN  

 

Lampiran 

Lampiran 1 Permohonan Pengajuan Judul 

Lampiran 2 Permohonan Pergantian Judul 

Lampiran 3 Lembar Konsultasi Bimbingan Proposal 

Lampiran 4 Lembar Konsultasi Bimbingan Skripsi 

Lampiran 5 Formulir Perbaikan Proposal Penelitian 

Lampiran 6 Formulir Perbaikan Komprehensif Skripsi  

Lampiran 7 Surat Keterangan Lulus Ujian Seminar Proposal 

Lampiran 8 Surat Keterangan Lulus Ujian Seminar Skripsi 

Lampiran 9 SK Pembimbing 

Lampiran 10 Hasil Turnitin Skripsi 

Lampiran 11 Riwayat Hidup 

Lampiran 12 Source Code 

  

 

 


