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ABSTRACT

Wi-Fi networks have become a critical infrastructure in many organisations,
including the Directorate of Innovation and Business Incubator. However,
potential vulnerabilities in Wi-Fi networks also increase as technology advances.
Therefore, testing is needed to identify and address security that can harm network
users. This research aims to implement penetration testing tools in testing the
security level of Wi-Fi networks at the Directorate of Innovation and Business
Incubator. The penetration testing method is used to test security and assess the
level of resistance to attacks on Wi-Fi in the form of simulated attacks. One of the
operating systems that provides penetration testing tools that meet the needs of
testing is linux times. the tools used in the penetration testing process are airmon-
ng, airodump-ng, aireplay-ng, aircrack-ng, macchanger, ettercap and wireshark.
The results showed that the Wi-Fi security of the Directorate of Innovation and
Business Incubator still needs to be improved where the results of the four types of
attacks only one failed, namely MAC Spoofing. In addition, the tests on Denial of
Service, Cracking The Encryption, and Man-in-the-Middle attacks were successful.
The application of anticipation by increasing Wi-Fi security based on the attacks
that have been carried out can prevent these attacks.

Keyword: Wi-Fi, Penetration Testing, Tool, Security, Kali Linux
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ABSTRAK

Jaringan Wi-Fi telah menjadi infrastruktur penting dalam berbagai organisasi,
termasuk Direktorat Inovasi dan Inkubator Bisnis. Namun, potensi kerentanan
dalam jaringan Wi-Fi juga meningkat seiring dengan kemajuan teknologi. Oleh
karena itu, diperlukan pengujian untuk mengidentifikasi dan mengatasi keamanan
yang dapat membahayakan pengguna jaringan. Penelitian ini bertujuan untuk
mengimplementasikan tools penetration testing dalam menguji tingkat keamanan
jaringan Wi-Fi di Direktorat Inovasi dan Inkubator Bisnis. Metode penetration
testing digunakan untuk menguji keamanan dan menilai tingkat ketahanan terhadap
serangan pada Wi-Fi dalam bentuk serangan yang disimulasikan, Salah satu sistem
operasi yang menyediakan tools penetration testing yang sesuai kebutuhan
pengujian yaitu kali linux. tools yang digunakan dalam proses penetration testing
yaitu airmon-ng, airodump-ng, aireplay-ng, aircrack-ng, macchanger, ettercap dan
wireshark. Hasil penelitian menunjukan keamanan Wi-Fi Direktorat Inovasi dan
Inkubator Bisnis masih perlu ditingkatkan dimana hasil dari empat jenis serangan
hanya satu yang gagal yaitu MAC Spoofing. Selain itu dari pengujian pada serangan
Denial of Service, Cracking The Encryption, dan Man-in-the-Middle berhasil
dilakukan. Penerapan antisipasi dengan ~meningkatkan keamanan Wi-Fi
berdasarkan serangan yang telah dilakukan dapat mencegah serangan-serangan
tersebut.

Kata Kunci: Wi-Fi, Penetration Testing, Tool, Keamanan, Kali Linux
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