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Introduction

In the increasingly rapidly developing digital era,

Abstract: Wi-Fi networks have become a critical infrastructure in many organisations,
including the Directorate of Innovation and Business Incubator. However, potential
vulnerabilities in Wi-Fi networks also increase as technology advances. Therefore, testing
is needed to identify and address security that can harm network users. This research
aims to implement penetration testing tools in testing the security level of Wi-Fi networks
at the Directorate of Innovation.and Business Incubator. The penetration testing method
is used to test security and assess the level of resistance to attacks on Wi-Fi in the form of
simulated attacks. One of the operating systems that provides penetration testing tools
that meet the needs of testing is linux times. the tools used in the penetration testing
process are airmon-ng, airodump-ng, aireplay-ng, aircrack-ng, macchanger, ettercap and
wireshark. The results showed that the Wi-Fi security of the Directorate of Innovation
and Business Incubator still needs to be improved where the results of the four types of
attacks only one failed, namely MAC Spoofing. In addition, the tests on Denial of Service,
Cracking The Encryption, and Man-in-the-Middle attacks were successful. The
application of anticipation by increasing Wi-Fi security based on the attacks that have
been carried out can prevent these attacks.
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communications (Suroto, 2018). Wi-Fi provides easy
internet access needed by staff, students, visitors and
various devices connected to the network, all of which
play an important role in supporting daily activities and

wireless connectivity, especially Wi-Fi networks, has
become  important infrastructure in  various
organizations (Efe & Kaplan, 2019). Wi-Fi (Wireless
Fidelity) is a technology that allows electronic devices,
such as computers, smartphones, or tablets, to connect
to an internet network or local network (LAN) without
using physical cables. Wi-Fi uses IEEE 802.11 standard
technology to transmit data via radio waves, which
allows practical and efficient internet access and wireless
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innovation at the Directorate of Innovation and Business
Incubators (DIIB).

However, the existence of a Wi-Fi network does
not escape cyber attacks carried out by irresponsible
parties which can result in harm to other people
(Adiguna & Widagdo, 2022). Based on data from the
National Cyber and Crypto Agency (BSSN) in 2022,
Indonesia recorded around 370.02 million cyber attack
incidents. This figure shows an increase of 38.72% from
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the previous year, where around 266.74 million cyber
attacks were recorded in Indonesia (Pratiwi, 2022).
Therefore, Wi-Fi network security is crucial considering
the large amount of sensitive data and confidential
information that can be accessed via this network.
Security threats such as hacking, data theft and attacks
of various types increasingly intensify the need to
protect Wi-Fi (Haeruddin & Kurniadi, 2021).

The Directorate of Innovation and Business
Incubator (DIIB) is a directorate at Bina Darma
University that focuses on developing innovation and
providing support for business growth from student
and lecturer innovation. DIIB also uses the Wi-Fi
network as infrastructure to help meet information
needs such as accessing the internet, opening social
media, carrying out online transactions and the like. The
Wi-Fi network provided by the Directorate of
Innovation and Business Incubators has implemented
the WPA2-PSK security system on the access points used
to connect to the network. However, using WPA2-PSK
security alone on Wi-Fi without any additional security
configuration still has many loopholes that can be
exploited with the increasing level of complexity of
cyber attacks and the variety of techniques used by
attackers, this is very dangerous for Wi-Fi network users
in DIIB because it does not rule out the possibility of
attacks on the network.

Based on the problems above, identifying security
weaknesses in the network is an important step to deal
with existing threats. In this case, penetration testing is
an effective method for testing and exposing security
weaknesses in a system or network (Wahyudi et al.,
2019). Penetration testing on Wi-Fi involves a deliberate
effort to test the security of a wireless network using
techniques and methods similar to attacks that can be
carried out by attackers such as Denial of Service,
Password Cracking, Spoofing, and Man in the Middle
(MITM) attacks (Saraun et al., 2022).

In carrying out penetration testing, the use of
various tools is key in simulating attacks to test the
security level of a system or network. To carry out
effective penetration testing on Wi-Fi networks, tools are
needed that have various functionalities, such as
network scanning, exploitation and monitoring
(Kongara, 2023). Kali Linux is a Linux distribution
specifically developed for penetration testing and
computer security purposes (Rusdi & Prasti, 2019). Kali
Linux provides many tools and applications that are
integrated by default to support penetration testing
activities. In it, there are various important tools that are
ready to be used to carry out penetration testing on Wi-
Fi networks such as aircrack-ng, wireshark and other
tools (Kyei & Asante, 2020).
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This research aims to implement penetration
testing tools to test the level of Wi-Fi network security
applied at the Directorate of Innovation and Business
Incubator, especially in facing the threat of cyber attacks
that have the potential to disrupt and harm users. In this
research, penetration testing will be carried out by
simulating several types of attacks, including Denial of
Service, Cracking the Encryption, MAC Spoofing, and
Man-in-the-Middle using tools available in the Kali
Linux operating system (Gunawan et al., 2018). Thus,
this research specifically aims to determine potential
security gaps that can be exploited by various wireless
network attacks that have the potential to threaten the
Wi-Fi used by the Directorate of Innovation and
Business Incubators.

Previous research has carried out a lot of
penetration testing to test the security of Wi-Fi networks.
For example, research by (Lu & Yu, 2021) shows
experimental results that the Wi-Fi network penetration
testing method with Kali Linux has a good effect in
improving Wi-Fi network security evaluation. Research
conducted by (Adhi Prakosa, 2020) also identified
common attacks on Wi-Fi networks by using penetration
testing methods and providing data as material to
strengthen network security.

Method

The research method used is the penetration
testing method which refers to the NIST SP 800-115
standard (Astriani, 2021). According to (Alamanni, 2015)
the penetration testing method is a method that
simulates attacks on a system or network to identify
configuration errors, vulnerabilities or security
violations and related exploits that can be used by real
attackers to gain access to a system or network. The NIST
SP 800-115 penetration testing method consists of
several stages, namely the planning, discovery, attack,
and reporting stages (Santoso et al., 2022).

Additional Discovery

Planning — Discovery —»  Attack

\—v Reporting <—|

Figure 1. NIST SP 800-115 method
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This research requires the kali linux operating
system to perform penetration testing on Wi-Fi
networks (Ariyadi et al., 2023). The kali linux operating
system is specifically designed for penetration testing
purposes and has various tools that can be used to test
network security (Sitompul et al., 2023). The penetration
testing tool that will be used in this research is based on
the evaluation of attacks that will be carried out on the
Wi-Fi network of the Directorate of Innovation and
Business Incubator.

Table 2. Tools penetration testing

Attack Tool Version
Airmon-ng 1.7

Denila of service Airodump-ng 1.7
Aireplay-ng 1.7

Airmon-ng 1.7

Cracking the Encryption Ai?i;?;?:ﬁg 1;
Aircrack-ng 1.7

Airmon-ng 1.7

MAC Spoofing Airodump-ng 1.7
Macchanger 1.7.0

. . Ettercap 0.8.3.1
Man-in-the-Middle Wireshark 4.0.7

In this test, several test steps and their
explanations, as for the flowchart image of the testing
technique can be seen in Figure 2.

Scanning Wi-Fi and Defining
Target

v

| Attacking ’

| Implement Anticipation |

)

| Re-attacking I

)

/ Getting Penetration Testing Results After /

Applying the Anticipation

Figure 2. Flowchart

The first step in the testing flow is to prepare
penetration testing tools that will be used in testing and
ensure that the tools are ready to use and in accordance
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with research needs. Next, scanning the Wi-Fi network
and determining the target to be tested. After scanning,
then carry out attacks using penetration testing tools that
are suitable for testing Wi-Fi network security. From this
process will get the results of a successful attack. After
getting the results of penetration testing, the researcher
will apply anticipation of a successful attack.
Furthermore, re-attack the network that has been
applied anticipation. From all the processes that have
been carried out, we will get the overall results of each
testing process.

The researcher collected information about the
network topology, devices used, existing security and
analysed the information found to identify potential
vulnerabilities that may exist in the system on the
Directorate of Innovation and Business Incubator's Wi-
Fi network.
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Figure 3. Network topology

In Figure 2.6 the Directorate of Innovation and
Business Incubator room uses a switch to connect
computers in the room using a LAN cable and an access
point that emits signals to connect devices such as
laptops, smartphones, and others wirelessly in order to
access the internet. The penetration test targets in this
research are access points and devices connected to the
wireless network. The Wi-Fi network system running at
the Directorate of Innovation and Business Incubator
uses the WPA2-PSK (Wi-Fi Protected Access 2 Pre-
Shared Key) security system with the default
configuration on the access point (Indira Reddy &
Srikanth, 2019). WPA2-PSK security is a security
mechanism used to protect Wi-Fi networks from attacks
and unauthorised access. WPA2-PSK uses symmetric
encryption using a pre-shared key, also known as a
passphrase or password (Chang et al., 2019).

Researchers conducted information searches
and identified a number of vulnerabilities in Wi-Fi
networks that would be used as a basis for testing
attacks. The results of the vulnerability analysis
conducted by researchers can be seen in table.



Jurnal Penelitian Pendidikan IPA (JPPIPA)
Table 3. Vulnerability analysis
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Vulnerability

Information

Potential Attacks Identified

No Firewall

No firewall that enforces network traffic control or
access rules
The use of WPA2-PSK encryption, which is the

Potential Denial of Service (DoS) attacks,
spoofing

Potential cracking the encryption attacks

Potential attack of cracking the encryption,
making it easier for attackers to get the
WPA key

Potential unauthorised access, MAC
Spoofing

Potential man-in-the-middle attack

Potential man-in-the-middle attacks, data
theft

Configuration . . .
& encryption standard on Wi-Fi networks, still has
Weaknesses .
loopholes for cracking.
Authentication Use of weak authentication or still using automatic
Weaknesses authentication mechanisms on user devices
Weaknesses of MAC No MAC restrictions on devices connected to the
filtering network
- No monitoring of network traffic or suspicious
Lack of Monitoring e uspreion
activity
Lack of Security Unwary users use Wi-Fi networks to access the
Awareness internet related to important data

Result and Discussion

This stage is the core stage in the research where
researchers will simulate Denial of Service (DoS),
Encryption Cracking, MAC Spoofing, and Man-in-the-
Middle (MITM) attacks based on the results of the
discovery stage using the tools and flow that have been
determined at the planning stage.

The results of denial of service attacks using the
tools airmon-ng, airodump-ng, and aireplay-ng. In the
results of the attack, the Wi-Fi network of the Directorate
of Innovation and Business Incubator can still be
attacked by sending a deauthentication frame to the
access point so that users cannot connect to the network
until the attack is stopped or the deauthentication frame
is no longer sent. This is because the Deauthentication
frame is used in Wi-Fi networks to forcibly disconnect
the connection between the device and the access point
can be seen in the figure..

g DeAuth (
th (

DeAuth
DeAuth
DeAuth (

DeAuth
DeAuth
DeAuth

DeAuth
DeAuth
DeAuth (

[l ol R o o e e

mm

Auth (co

igure 4. Denial of Service attack

The results of the encryption cracking attack
using the tools airmon-ng, airodump-ng, aireplay-ng,
and aircrack-ng were successful. This attack poses a
serious potential risk to network security and data
privacy that must be strictly maintained. In the results of
the attack, the Wi-Fi network encryption security of the
Directorate of Innovation and Business Incubator can
still be cracked using brute force techniques to break the
WPA key encryption with the aim of obtaining the
password that has been applied to the access point. The
results of this attack reveal that the security system used,
in this case the WPA key encryption, is not strong
enough to protect the network from brute force attacks.

Aircrack-ng

[00:01:55] 58176/1679616 keys tested (510.50 k/s)

Time left: 52 minutes, 56 seconds

KEY FOUND! [ diib2e.

Master Key

Transient Key

EAPOL HMAC

Figure 5. Result Cracking the Encryption

The results of the MAC spoofing attack using
the airmon-ng, airodump-ng, and macchanger tools. In
the results of this attack, researchers were unable to
connect to a Wi-Fi network using the MAC address of a
device that was already connected to the network. This
is because the access point cannot provide connection
access to two MAC addresses of the same device. This
attack was successful when the device left the network.
This suggests that Wi-Fi network security is well
organised in terms of managing connected devices.
These results show the importance of careful device
management in Wi-Fi networks, as well as the ability of

4
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access points to detect and restrict unauthorised access.
At the same time, however, the results also show that
this kind of attack still has the potential to be costly if
proper precautions are not taken.

wlanl down

D8:63:75:06:6B:DF wlanl
82:2a:ba:fb:14:5f (unknown)
:2b (unknown)
d8:63:75:06:6b:df (unknown)

Curramc:
Permanent MAC: 76:01:2d:e4

New MAC:

Figure 6. MAC Spoofing

The results of man-in-the-middle attacks using
ettercap and wireshark tools. In the results of the attack
successfully obtained sensitive user login information
with sniffing techniques using ettercap. This attack can
sniff websites with HTTP and HTTPS protocols
combined with SSLstrip which can downgrade the
HTTPS protocol to HTTP.

Table 4. Penetration testing result
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Figure 7. Man-in-the-Middle attack

From the overall results, this testing activity was
carried out in order to determine the level of security of
the Wi-Fi network at the Directorate of Innovation and
Business Incubator. In the penetration testing process,
researchers conducted four types of attacks, namely
denial of service, cracking the encryption, MAC
spoofing, and man-in-the-middle using penetration
testing tools. The results of all attack processes can be
seen in Table 4.

Attack type Required information Tools used Status Description

. . Channel and BSSID access Airmon-ng, Airodump-ng, Successfully disconnect

Denial of Service . . Success .

point Aireplay-ng Wi-Fi

Cracking the Chanpel and BSSID access Airmon-ng, Airodump-ng;, Successfully obtained

Encryption point, Handshake user, Aireplay-ng, Aircrack-ng PR Wi-Fi password
yp Database wordlist yhe

. . Failed to connect to

MAC Spoofing MAC address of the user Airmon-ng, Airodump-ng, Fail Wi-Fi network with

connected to the network Macchanger

fake MAC

. . Successfully get user

M'an—m—the— IP-address access point and Ettercap, Wireshark Success data both HTTP and

Middle IP address user
HTTPS protocols

After conducting a series of tests on the security
conditions of the existing Wi-Fi network at the
Directorate of Innovation and Business Incubator,
researchers have successfully identified various
vulnerabilities and weak points in the network
infrastructure. These results are the basis for ongoing

Table 5. Implement anticipation

anticipation to increase the level of Wi-Fi network
security from attacks that could potentially threaten
network users. The security improvements that will be
implemented based on the results of the penetration
testing that has been carried out can be seen in table 5.

Improvement

Description

Firewall Configuration
WPAS3 Encryption Configuration

MAC filtering whitelist configuration
AP Isolation Configuration

Enable the firewall feature on the access point

Use better encryption and provide a password with a length of 15 characters, a
combination of uppercase letters, lowercase letters, numbers and symbols.

Allows only registered MACs to connect to the network.
Restricts communication between hosts on the same network

The next step is testing after applying
anticipation, this is done to find out whether the retest

produces different results from the results that have
been carried out in security testing on the Wi-Fi network

5
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of the Directorate of Innovation and Business Incubator.
The retesting process is carried out exactly the same as
the previous test by carrying out four types of attacks,
namely denial of service, cracking the encryption, MAC
spoofing, and man-in-the-middle using penetration
testing tools. From all the processes carried out, the
improvement status can be seen in table 6. This table
provides a clear picture of whether the implemented

January 2023, Volume 9 Issue 1, 1-8

corrective actions are successful in increasing the level of
network security.

Table 6. Penetration testing result after applying anticipation

Attack type Required information Tools used Status Description

Denial of Service Channel and BSSID acce?ss Airmon-ng, Alro'dump—ng, Fail ' Unsu@essfgll}{

point Aireplay-ng disconnecting Wi-Fi

. Channel and BSSID access . . Unsuccessful in

Cracking the . Airmon-ng, Airodump-ng, . - -

Encryption point, Handshake user, Aireplay-ng, Aircrack-ng Fail obtaining Wi-Fi

Database wordlist ’ password

¢ . Failed to connect to

MAC Spoofing MAC address of the user Airmon-ng, Airodump-ng, Fail Wi-Fi network with

connected to the network Macchanger

fake MAC

. ; Unable to get IP
Man-in-the- IP address access point and . . .

Middle IP address user Ettercap, Wireshark Fail Address dur%ng

scanning

Diagram of Test Results Before Improving Security

4
3
l . .
0
DOS

[N}

Cracking Encryption

W Success M Fail

Diagram of Test Results After Improving Security

4
3
2
1
0

DOS Cracking Encryption MAC Spoofing Man-in-the-Middle

M Success M Fail

Figure 8. Testing Comparison

MAC Spoofing Man-in-the-Middle

In Figure 8, the denial of service, encryption
cracking, MAC spoofing, and man-in-the-middle attacks
were tested 5 times each. From the diagram, it can be
seen that the denial of service attack has a high scale with
4 successful attacks and 1 failure. The encryption
cracking attack was also successfully carried out 4 times
and 1 failure, the MAC spoofing attack has a fairly small
scale with 1 success and 4 failures. The man-in-the-
middle attack was successfully carried out 5 times
without failure, so it has the highest scale of other
attacks.

In Figure 8, denial of service, encryption
cracking, MAC spoofing, and man-in-the-middle attacks
were tested 5 times each. From the diagram, it can be
seen that by increasing the security of attacks such as
denial of service is successfully prevented without any
successful attack attempts, these results have a high
scale. The encryption cracking attack after improving
encryption security successfully counteracted the

cracking attack 5 times this result shows a very good
improvement. MAC spoofing and man-in-the-middle
attacks also have a very good scale, where all attack
attempts cannot be successfully carried out after
increasing security on the Wi-Fi network.

Conclusion

Based on research on Wi-Fi network security
testing that has been carried out at the Directorate of
Innovation and Business Incubator using penetration
testing tools, it can be concluded that Wi-Fi network
security at the Directorate of Innovation and Business
Incubator needs to be improved. This is evidenced by
Denial of Service, Cracking the encryption and Man-in-
the-Middle attacks that can be exploited using
penetration testing tools. Denial of Service attacks cause
all devices connected to the Wi-Fi network to be

6
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disconnected and unable to connect to the network. This
attack can be anticipated by implementing a firewall and
WPA3 security. Cracking the encryption attack causes
the password on the access point to be found or cracked
with brute force techniques. This attack can be
anticipated by implementing WPA3 encryption and
complex password combinations. The application of
whitelist MAC filtering on access points has a positive
impact on network users because it makes it difficult for
attackers to connect to the network with fake MAC
addresses. Man-in-the-Middle attacks are successful in
obtaining important target data and important
information about users. This attack can be anticipated
by implementing AP isolation on the access point, by
limiting communication between users can avoid
potential Man-in-the-Middle attacks.
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