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ABSTRACT

KP room in the service department of the IT Department of PT. Pusri Palembang is
experiencing network service disruptions that often result in downtime. This has an
impact on the performance of practice participants and employees, the cause of this
problem is not yet known for sure, therefore this study conducted an investigation
to find the cause of network interference by applying IDS (Instrusion Detection
System) to the IDS Snort tool. The research method used is NSIT, which includes
collection, examination, analysis, and reporting, the results after the research is
carried out where at the collection stage it successfully identifies the attack that is
indicated by a DdoS attack then the examination stage is carried out attack testing
and the results obtained are analyzed with results showing that the vulnerability in
the network is caused by a DdoS attack, The optimization step taken is to apply the
Tarpit firewall on the router. The implementation of Tarpit Firewall successfully
overcomes DDoS attacks by slowing down incoming connections and stopping
attacks, thereby increasing network security from DDoS attacks, brute force and

port scanning.

Keywords : Brute force, DdoS, Mikrotik, Port Scanning,Snort IDS
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ABSTRAK

Ruangan KP pada departemen layanan Bagian TI PT.Pusri Palembang mengalami
masalah gangguan layanan jaringan yang sering mengakibatkan downtime. Hal ini
berdampak pada kinerja para peserta kerja praktik dan karyawan, masalah tersebut
belum diketahui pasti penyebabnya, maka dari itu penelitian ini melakukan
penyelidikan untuk menemukan penyebab gangguan jaringan dengan menerapkan
IDS ( Instrusion Detection System ) pada fools Snort IDS. Metode penelitian yang
digunakan adalah NSIT, yang meliputi collection, examination, analysis, dan
reporting, hasil setelah dilakukan penelitian dimana pada tahap collection berhasil
mengidentifikasi serangan tersebut yang terindikasi serangan DdoS kemudian tahap
examination dilakukan pengujian serangan dan hasil yang didapat dianalysis
dengan hasil menunjukan kerentanan pada jaringan tersebut disebabkan oleh
serangan DdoS, Langkah pengoptimalan yang diambil adalah menerapkan firewall
Tarpit pada router. Implementasi Tarpit Firewall berhasil mengatasi serangan
DDoS dengan memperlambat koneksi masuk dan menghentikan serangan,
sehingga meningkatkan keamanan jaringan dari serangan DDoS,Brute force serta

Port Scanning.

Kata kunci : Brute force, DdoS, Mikrotik, Port Scanning,Snort IDS
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