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ABSTRACT

Network security is a crucial aspect in maintaining the integrity, confidentiality, and
availability of data in an organization. Sniffing attacks, a type of attack in which the
perpetrator intercepts and monitors data transmitted over the network, pose a
significant threat to data security. This research aims to analyze theperformance of
network security in the IT Services Department of PT Pupuk Sriwidjaja (PUSRI)
Palembang from the threat of sniffing attacks. The research methods used include
evaluation of existing security systems, testing against potential sniffing attacks, as
well as implementation and analysis of the effectiveness of various security
mechanisms such as-encryption, network segmentation, and intrusion detection. the
results show that with the implementation of appropriate security mechanisms, the
risk of sniffing attacks canbe minimized. In addition, this research also provides
recommendations for furtherdevelopment in improving network security, including
training for IT staff on best security practices and improving real-time network
monitoring.

Keywords: Network security, sniffing attack, PT Pupuk Sriwidjaja, encryption,
network segmentation, intrusion detection.

Vi



ABSTRAK

Keamanan jaringan merupakan aspek krusial dalam menjaga integritas, kerahasiaan,
dan ketersediaan data pada sebuah organisasi. Serangan sniffing, yaitu jenis serangan
di mana pelaku mengintersepsi dan memantau data yang dikirimkan melalui
jaringan, menjadi ancaman signifikan terhadap keamanan data. penelitian ini
bertujuan untuk menganalisis kinerja keamanan jaringan di Departemen Layanan Tl
PT. Pupuk Sriwidjaja (PUSRI) Palembang dari ancaman serangan sniffing. Metode
penelitian yang digunakan meliputi evaluasi sistem keamanan yang ada, pengujian
terhadap potensi serangan sniffing, serta implementasi dan analisis efektivitas
berbagai mekanisme keamanan seperti enkripsi, segmentasi jaringan, dan deteksi
intrusi. hasil penelitian  menunjukkan bahwa dengan penerapan mekanisme
keamanan yang tepat, risiko terhadap serangan sniffing dapat diminimalkan. Selain
itu, penelitian ini juga memberikan rekomendasi bagi pengembangan lebih lanjut
dalam meningkatkan keamanan jaringan, termasuk pelatihan bagi staf Tl mengenai
praktik keamanan terbaik dan peningkatan pemantauan jaringan secara real-time.

Kata kunci: Keamanan jaringan, serangan sniffing, PT. Pupuk Sriwidjaja, enkripsi,
segmentasi jaringan, deteksi intrusi.
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