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ABSTRAK

Teknologi digital memberikan dampak signifikan pada efisiensi layanan publik,
namun juga menghadirkan risiko kerentanan keamanan siber. DPMPTSP
Kabupaten Ogan Komering Ilir sebagai instansi penyedia layanan perizinan digital
rentan terhadap ancaman seperti kebocoran data dan serangan siber. Penelitian ini
bertujuan menganalisis celah keamanan pada website DPMPTSP Kab. OKI
melalui metode penetration test dengan pendekatan ZAP (Zed Attack Proxy)
dan Black Box Testing. Metode ZAP digunakan untuk pemindaian otomatis
kerentanan dinamis, - sementara Black Box Testing mensimulasikan serangan
eksternal tanpa pengerahuan internal sistem. Hasil penelitian mengidentifikasi
kerentanan kritis seperti SQL /njection to RCE (skor CVSS 9.3) yang
memungkinkan eksekusi kode jarak jauh, serta kerentanan tingkat sedang
seperti Directory Listing dan  Reflected XSS. Selain itu, ditemukan pula
kerentanan tingkat tinggi pada Hash Disclosure dan ketiadaan token CSRF, serta
masalah konfigurasi cookie (HTTPOnly dan Secure Flag). Analisis menunjukkan
bahwa kombinasi kedua metode mampu memberikan evaluasi komprehensif,
dengan ZAP efektif dalam pemetaan kerentanan otomatis, sedangkan Black Box
Testing memvalidasi dampak eksploitasi secara realistis. Rekomendasi perbaikan
mencakup implementasi parameterized queries, penambahan foken CSRF,
konfigurasi cookie yang aman, dan peningkatan kesadaran keamanan SDM.
Penelitian ini menekankan pentingnya pengujian keamanan berkala, pembaruan
infrastruktur, serta penerapan kebijakan keamanan siber yang terstruktur untuk
memitigasi risiko serangan dan menjamin keamanan data pengguna.

Kata Kunci: Keamanan Siber, Penetration Test, ZAP, Black Box Testing,

Kerentanan Web



ABSTRACT

Digital technology has significantly enhanced the efficiency of public services but
concurrently introduced substantial cybersecurity risks. The Department of
Investment and One-Stop Integrated Services (DPMPTSP) of Ogan Komering Ilir
Regency, as a digital licensing service provider, remains vulnerable to threats
such as data breaches and cyberattacks. This study aims to analyze security gaps
in the DPMPTSP Kab. OKI website through penetration testing methodologies,
employing ZAP (Zed Attack Proxy) for dynamic vulnerability scanning and Black
Box Testing to simulate external attacks without internal system knowledge. The
ZAP methodology identified critical vulnerabilities, including Hash Disclosure
(high risk) and the absence of CSRF tokens (medium risk), alongside Low-risk
issues such as insecure cookie configurations (missing HTTPOnly and Secure
Flags). Black Box Testing revealed severe vulnerabilities, notably SQL Injection
to Remote Code Execution (RCE) with a CVSS score of 9.3, enabling
unauthorized remote command execution, as well as medium-risk vulnerabilities
like Directory Listing and Reflected Cross-Site Scripting (XSS). The combined
application of both methods demonstrated complementary efficacy: ZAP provided
automated, broad-spectrum vulnerability mapping, while Black Box Testing
validated exploit impacts through realistic attack  simulations. Key
recommendations include adopting parameterized queries to mitigate SQOL
Injection, implementing CSRF tokens, enforcing secure cookie attributes
(HTTPOnly, Secure, and SameSite), and enhancing cybersecurity awareness
among personnel. The study underscores the necessity of periodic security
assessments, infrastructure updates, and structured cybersecurity policies to
mitigate attack risks and ensure robust protection of user data. These findings
emphasize the critical role of proactive cybersecurity measures in safeguarding
public service platforms against evolving digital threats.

Keywords: Cybersecurity, Penetration Testing, ZAP, Black Box Testing, Web

Vulnerabilities.
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